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AI in Information Security: A 
Two-Day Course

Course Overview

This two-day course provides a comprehensive introduction 
to the role of Artificial Intelligence (AI) in modern 
information security. Participants will gain an understanding 
of how AI is used both as a powerful defensive tool and as an 
increasingly sophisticated weapon by cyber attackers. The 
course will cover foundational concepts, key applications in 
threat detection and response, and a discussion of the 
ethical considerations and future challenges facing the 
industry.
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Session 1: Introduction to AI and Cybersecurity

Topic 1.1: The State of 

Cybersecurity Today

• Brief overview of the 

current threat landscape.

• Limitations of traditional, 

signature-based security 

tools.

Topic 1.2: AI and Machine 

Learning (ML) Fundamentals

• Key terminology: AI, ML, 

Deep Learning, Neural 

Networks.

• Types of machine learning: 

Supervised, Unsupervised, 

and Reinforcement 

Learning.

• How these concepts apply 

to security data.

Day 1: Foundational Concepts and the Dual-Use Nature of AI
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Session 2: AI as a Defensive Tool

Topic 2.1: Leveraging AI for Threat Detection

Anomaly Detection: Using AI to learn "normal" network or user 
behavior to identify deviations.

Malware Analysis: Automated classification of new and 
unknown malware based on behavioral patterns.

Phishing Detection: Using natural language processing (NLP) to 
analyze email content and identify sophisticated phishing 
attempts.

Topic 2.2: AI for Proactive Security

Predictive Analytics: Forecasting potential vulnerabilities and attack vectors.

Vulnerability Management: Prioritizing and triaging vulnerabilities at scale.
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Session 3: AI as a Weapon for Attackers

Topic 3.1: Adversarial AI

Evasion Attacks: How attackers 

can manipulate input data to 

trick a defensive AI model.

Poisoning Attacks: How 

attackers can corrupt a training 

dataset to weaken an AI 

model's effectiveness over 

time.

Topic 3.2: AI-Powered 

Offensive Techniques

Automated Reconnaissance: 

Using AI to discover system 

weaknesses and open ports.

Deepfake Phishing: Generating 

highly convincing audio or 

video to execute social 

engineering attacks.

Polymorphic Malware: 

Creating self-modifying 

malware that can evade 

detection by traditional 

methods.
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Day 2: Practical Applications, Challenges, and the Future

Session 4: AI in Practice: A Deep Dive

Topic 4.1: AI for Network and Endpoint Security

Network Traffic Analysis: Using AI to monitor and flag 

unusual traffic patterns.

Endpoint Detection and Response (EDR): AI-driven tools 

for real-time threat detection and response at the 

endpoint level.

Topic 4.2: AI-Powered Security Operations

Security Orchestration, Automation, and Response 

(SOAR): Using AI to automate repetitive security tasks, 

freeing up human analysts.

AI in SIEM (Security Information and Event 

Management): Enhancing log analysis and correlation to 

identify complex threats.
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Session 5: Challenges, Ethics, and the Human Element

01

Topic 5.1: Critical Challenges for 
AI in Security

Data Issues: The need for large, 
high-quality, and unbiased 
datasets.
Explainability: The "black box" 
problem of understanding how 
an AI model makes decisions.

Over-reliance on AI: The risk of 
analysts becoming complacent.

02

Topic 5.2: The Human-in-the-Loop

The evolving role of the security 
analyst in an AI-driven 
environment.
Fostering a human-AI 
collaborative approach for better 
outcomes.

03

Topic 5.3: Future Trends and Ethical Considerations

The role of Generative AI in both security and attacks.

Ethical implications of AI in surveillance, privacy, and automated decision-making.

A brief look at future trends like Quantum AI and its impact on cryptography.
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End-of-Course Wrap-Up

Q&A Session

Next Steps and Recommended Resources
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